Nhu cac ban da biét, hién nay cé rat nhiéu malware xuat hién, do vay véi lugng malware ngay cang nhiéu
nhu vay thi viéc phén tich ching cling rdt mat nhiéu thdi gian, chua k& dén nhitng malware phuc tap. Bai
viét nay vdi mong mudn gilip cdc ban c6 thé hiéu sa luge vé hoat ddng malware va cach thirc xay dung mét
hé thdng phan tich malware ty déng nhu thé nao ? Theo y ki€n cua seamoun thi khong tham vong xay dung
mot hé thdng phan tich malware tu ddng ma cé thé phan tich dugc tat ca malware xuét hién, bdi vi malware
hién nay xuat hién vg@i nhiéu hinh thirc khac nhau va hoat dong cua ching thi rat phdc tap (ngudi phéan tich

_d_—_h_ _d_—_h_
soi con khéng ra hudng gi hé théng tu déng !!! I:E:I I:E:I ), thir hai ma hé théng c6 thé phan

tich dugdc tat ca cdc malware xudt hién thi seamoun chdc ndp dan xin nghi viéc, vi minh chdng cé viéc gi phai

lam @ @ @ . Nhung tai sao van phat

trién hé théng phéan tich malware tu ddng ? bdi vi hé théng nay sé& gilp d8 cho ngudi phan tich bét thdi gian
hon cho nhitng cdng doan ma ngudi phan tich malware va cling cé cdi nhin téng quat v& nhitng hanh déng,
hanh vi ban dau ctia malware.

Vi du: Khi c6 mot malware mdi xuat hién thi ban dau d€ phan tich ching thi phai chay malware cho mét méi
trudng doc 1ap (tdc la moi trudng khi ma malware thuc hién sé khdng gay hai gi cho hé théng), moi trudng
nhu vy ngudi ta goi la sandbox. Ti€p dén ngudi phan tich s dung cac cong cu phén tich s b6 rang malware
thuc hién nhitng hanh déng gi khi chay ching (luu registry key nao, tao file gi mdi trén hé théng, thay déi ,
tiém nhiém gi ....) sau d6 st dung cac cdng cu nhu Ollydbg, IDA, ... dé ti€n hanh phan tich code ... (ngdi doc
code va phén tich mdy con malware nay chéc hacnho, mrro, ... cdc anh em khéac trong HVA chéc ranh hon,

cOn seamoun nhin thdy la hoa ca mat ). Nhu vay cé mot s6 hoat déng phan tich so

bd vé malware 13p di 13p lai trong qua trinh phan tich malware thi cé thé chuyé&n né cho mot hé théng phan
tich tu dong trudc khi ngudi phan tich malware ti€n hanh phan tich sau hon.

Y tudng va trién khai nhu sau:

Sé cd moOt may Linux lam master, trén Linux sé thuc hién cai dat mot may ao (sir dung VMWare) cé cai dat
Windows XP (d8y la méi trudng dé malware chay va thuc hién phén tich). Linux va may ao chi két néi Host-
only, tirc 1a chi cd may Linux va WMware noéi chuyén dugc véi nhau, dé khi thuc thi malware s& khéng lam
anh hudng dén cac hé théng khac. Trén may Linux sé cé mot kich ban shell dugc viét véi muc dich thuc hién
cac phan tich ban dau déi véi malware (sé giai thich r6 han phan sau), ti€p dén sé thuc hién ty dong bat
VMware I&n va ddy malware vao mdi trudng VMWare, trén VMware s& c6 san mot s6 cdng cu phéan tich
malware va thuc hién goi script phan tich (s&r dung Autolt Script) goi cac cong cu phan tich trén méi trudng
VMWare dé tién hanh phan tich va tat ca cac k&t qua sau khi phan tich dudc xuét ra va gui trd lai cho moi
truong Linux va két thdc qua trinh phan tich.

Trén day minh chi gigi thiéu sg b, chi tiét cac ban sé theo d&i phan sau day:

I. Cac budc xay dung mot Automatic Malware Ananlysis
I.1. SUr dung mdt master script, script ndy s& chay trén méi trudng Linux va trén Linux c6 cai dit sdn
WMWare cé Windows XP SP2 (Str dung may ao nay nhu mot sandbox).

1.2. Trén Windows XP SP2 clia may &o trong Linux nén chudn bi nhu sau:
C&u hinh IP Address tinh va d& card mang chi 1a Host-only

Tao mdt thu muc chia sé VMWare dé giao tiép gilta Linux va WindowsXP
Dat user va pass cho may Windows XP

Firewall cia Windows XP phai tat

Windows XP Simple File Sharing nén tat



Chu&n bi cdng cu SysInternal’s Process Monitor va RegShot, ... cé th& thém cbng cu phuc vu phéan tich tuy
thich.
Cai dat AutoIT dé cho kich ban Autolt cé thé chay dugc.

II. Trién khai ('ng dung
I1.1. Cai dat Backtrack trén hard disk
S{r dung tién ich ubiquity

I1.2. Cai dat VMWare Workstation trén Linux
S dung phién ban: VMware-Workstation-6.5.3-185404.i386.bundle
SO serial : MVDUJ-TF4DT-284DV-4W9Z27

I1.3. Cau hinh network trén Linux va may ao Windows XP
Linux

eth0 ip: 192.168.1.234

vmnet1:192.168.32.1

Windows

EthO ip: 192.168.32.2

Gateway: 192.168.32.1

I1.4. Cai dat InetSim trén Linux

I1.4.1. Gidi thiéu

InetSim Ia mét géi ma chra cac kich ban Perl dugc sir dung d€ md phdng céc dich vu thédng dung nhu DNS,
HTTP va FTP. Khi chay, InetSim sé& dgi nhitng két ndi va log bat ky nhitng gi ma né nhan dugc trong dinh
dang log chuén, dé doc khi phan tich cac ké&t ndi ra ngoai clia malware.

11.4.2. Cai dat

Dia chi trang Web: http:/www.inetsim.org.

Xem yéu cau can thiét trudc khi cai dat InetSim: http://www.inetsim.org/requirements.html
Giai nén va cai dat tai /usr/local/inetsim.

Tao nhom sir dung cho InetSim

# groupadd inetsim

# ./setup.sh

Cau hinh

File cdu hinh s& nam tai thu muc sau: /usr/local/inetsim/conf/

Thiét 1ap hai tham sé service_bind_address va dns_default_ip la dia chi cia vmnet1.

I1.5. Cai dat Volatility Framework trén Linux

I1.5.1. Gidi thiéu

D& phuc vu cho viéc Memory Analysis thi phai cAn phai cai dit Volatility Framework. Vi sao phai thuc hién
Memory Analysis ? BGi vi nhiéu chudng trinh méa ddc sir dung packer dé€ che ddu malware va lam kho khan
trong viéc phén tich ching. Tuy nhién, packed malware phai unpacked trong bd nhé d@é thuc thi. Bang viéc
dumping mdt chudng trinh malware trong bd nhd, cé thé kiém tra né ma khdng cdn mot packer.

Do chiing ta st dung may ao cho nén viéc ngirng tam thdi hoat ddng clia may &o thi ching ta cé thé phéan
tich memory ciia may ao thong qua file cé6 phan md rong la .vmem.

I1.5.2. Cai dat
Dia chi Volatility Framework: https://www.volatilesystems.com/default/volatility



I1.6. Download PEiD va WinExe cho Linux

PeiD

Dia chi: http://blog.didierstevens.com/

WinExe

winexe thuc hién gidng chir'c nang ctia chucong trinh psexec trén Windows, cho phép thuc hién Iénh tU xa.
Dia chi: http://eol.ovh.org/winexe/

I1.7. Cai dat Autolt, Regshot, TCPView trén Windows

Cai dat Autolt

Dia chi: http://www.autoitscript.com/autoit3/

Cai dat Regshot

Dia chi: http://sourceforge.net/projects/regshot

Cai dat TCPView

Dia chi: http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx

Luu y: cong cu Regshot va TCPView dudc tai vé va cai dat tai cuing mot thu muc sau: c:\tools\

Hién tai demo chi hai c6ng cu, cé thé tich hgp nhiéu céng cu khac va khi dé chi can thém kich ban chay trong
Autolt.

III. Kich ban trén Linux (analyze.sh)
III.1. Giai thich bi€n khdi tao
Code:

Tén bién Muc dich
ANALYSIS DIR Thu muc dé chira cac report v& malware, mdi thu muc cip dudi véi md5 cta malware 14 thu muc report vé
malware da phan tich.
SHARED FOLDER Thu muyc sir dung dé chia s¢ malware can phan tich giita mdi truong Linux va Windows. Malware s& dugc
copy dén day va tir day s& map sang moi truong Windows.
INETSIM_DIR  Thu muc cai dét InetSim
VM _LOAD_TIMEOUT Bién str dung dé dinh thoi gian load ciia may 4o, tily thudc vao kha ning load ciia méy 4o c6 thé ting hoic
giam thoi gian timeout, don vi thoi gian la gidy
MALWARE RUNTIME La thoi gian cho phép malware sé thuc hién trén may ao, don vi tinh la gidy
TIMEOUT S6 luong thoi gian ma script s& doi cho viée dynamic analysis hoan tit
Mot sb bién khac s& 16 trong qué trinh giai thich chi tiét kich ban.

I11.2. Giai thich chi tiét kich ban
II1.2.1. Giai thich mot s6 doan kich ban ban dau
Code:

#Kiém tra néu nhu dbi s 1 rdng (tirc khong chi dinh malware cin phén tich) hoic file d6 khong ton tai va khong doc dugc thi théng
bdo va thoat
if[1-n"$1"-0!-r"$1"]
then
echo "Usage: 'basename $0' executable"
exit
fi

if[ ! -d ${SHARED FOLDER} ]



then
mkdir -p ${SHARED FOLDER}
fi

MALWARE="$1"
MD5="md5sum $ {MALWARE} | awk '{print $1}"
# Malware s¢ dugc dat trong thu muc SANALYSIS _DIR/$MD5 cua no.
if [ -d ${ANALYSIS_DIR}/${MD5} ]; then
echo "${ANALYSIS _DIR}/${MD5} already exists. Exiting."
exit
fi
OUTDIR="${ANALYSIS_DIR}/${MD5}"
echo ${MALWARE} ${MD5} >> §{ANALYSIS DIR}/records.txt
echo ‘date +"[%F %T]"" Starting analysis on ${MALWARE}.
echo “date +"[%F %T]"" Results will be placed in ${OUTDIR}
echo
mkdir ${OUTDIR}
REPORT=${OUTDIR}/${REPORT NAME}

II1.2.2. Gidi thich phéan Static Analysis

Trong kich ban str dung dich vu ctia Team Cymru Hash Database. Y nghia cta dich vu nay la giri MD5 cua
malware can phan tich dén dich vu va dich vu sé phan hoi lai: néu nhu malware d6 dudc dudc phat hién thi
né s& hién thi ngay gid ma dich vu cdp nhat va phan tram phan mém diét virus diét dugc no.

Chi tiét vé dich vu nay c6 thé xem thém tai:

http://www.team-cymru.org/Services/MHR/

Code:

# Static Analysis

echo -e "Analysis of ${MALWARE}\n" > $ {REPORT}

echo "MD5 Hash: ${MD5}" >> ${REPORT}

echo "Team Cymru Hash Database:" >> $ {REPORT}

whois -h hash.cymru.com ${MD5} >> ${REPORT}

# grab both ASCII and UNIcode strings from the sample

echo “date +"[%F %T]"" Running strings.

(strings -a -t x ${MALWARE}; strings -a -¢ | -t x ${MALWARE}) \
| sort > ${OUTDIR }/strings.txt

# run pecheck.py

echo "date +"[%F %T]"" Running pecheck.py.

python pecheck.py -d ${PEID DB} ${MALWARE} > ${OUTDIR}/pecheck.txt

Ti€p theo la thuc hién grab cac ASCII va UNION string cé trong malware. Trong file thuc thi cia malware khi
chiing ta thu thap céc string nay cé thé gilp ich cd mot s théng tin v& malware nhu : ¢6 thé dia chi url ma
malware c6 thé két néi dén, cac tai nguyén ma malware |8y, ... Tuy nhién viéc thu thap nay chi la phan phu,
nho bdi hdu nhu cac malware hién nay déu dugc packed, do vay string sé xuat hién dudi dang string khong
tudng minh.

Poan ma thuc hién python pecheck.py, pecheck.py la mot chuong trinh Python dudc viét bdi Didier Stevens
dé& xuat théng tin PE header tir malware. Théng tin nay s& rat hitu ich b&i vi nd cho biét malware dudc bién
dich khi nao, cac phan doan thuc thi va cac ham dugc import vao. Han nifa ndé con so sanh vdi PeiD database



dé biét dudc malware dugc pack bai loai packer nao.

I11.2.3. Khagi dong InetSim
Code:

echo “date +"[%F %T]"" Starting InetSim.

CWD="pwd"

mkdir -p ${OUTDIR }/inetsim

cd ${INETSIM_DIR}

sudo ./inetsim --session inetsim --config $ {INETSIM_DIR }/conf/inetsim.conf\
--log-dir $ {OUTDIR }/inetsim --report-dir $ {OUTDIR} > /dev/null & cd ${CWD}

InetSim phai dugc chay dudi quyén root, do vay st dung Iénh sudo. Va y nghia clia cac tham s6 nhu sau:
-session: chi dinh tén cho phién lam viéc.

-config: chi dinh ngi cadu hinh dugc nap.

-log-dir: chi dinh ngi log.

-report-dir: chi dinh naoi xuat ra report.

Sé ¢ ba file log dudc tao ra do la debug.log, service.log va main.log. Y nghia clia main.log chi d& cap dén
hoat dong cla InetSim (nhitng van dé lién quan dén hoat déng clda InetSim). Phan chldng ta quan tam dé la
phan ma malware két ndi ra ngoai sé dugc Iuu tai service.log.

II1.2.4. Khéi dong Tcpdump

Code:

echo ‘date +"[%F %T]"" Starting tcpdump.
sudo tcpdump -i vmnetl -n -s 0 -w ${OUTDIR }/tcpdump.pcap &
TCPPID="jobs -1 | grep "sudo tcpdump" | awk '{ print $2 }"

Tac dung clia TCPDump la mét sniffer trén Linux, s& dung nd dé quan sat va ghi lai nhitng hoat déng trao déi
cua malware véi moi trudng ngoai, ma & day la Linux, do ta cdu hinh Linux va Windows XP la Host-only, nén
ta thuc hién sniff trén card vmneti.

I11.2.5. Khai dong VMWare
Code:

# Start up VMWare

# First we revert to our base snapshot

vmrun revertToSnapshot "/root/'vmware/MalwareAnalysis/sandbox.vimx" base
# Then we start VM Ware running

echo “date +"[%F %T]"" Starting VM Ware.

vmrun start "/root/'vmware/MalwareAnalysis/sandbox.vmx"

sleep ${VM_LOAD_TIMEOUT}

# Move the malware over to the sandbox

cp ${MALWARE} ${SHARED FOLDER }/malware.cxe

# Set up the share and execute the AutolT script

echo ‘date +"[%F %T]"" Setting up network share.

winexe -U WORKGROUP/analysis%analysis --interactive=1 --system //192.168.32.2 'cmd /c net use z: \\192.168.32.1\malware'
echo “date +"[%F %T]"" Starting dynamic analysis script.



winexe -U WORKGROUP/analysis%analysis --interactive=1 --system //192.168.32.2 "c:\progra~1\autoit3\autoit3.exe
c:\tools\scripts\analyze.au3 z:\malware.exe z:\ ${MALWARE RUNTIME}"
sleep ${MALWARE RUNTIME}
LOOP=0
echo “date +"[%F %T]"" Starting check for finished file.
# Check for finished file - if not there, wait
while [ ! -f ${SHARED FOLDER}/ analysis_finished ] ; do

echo Checking...

sleep ${TIMEOUT}

LOOP=$(( SLOOP + 1))

if [ ${LOOP} -gt 5 ] ; then

echo “date +"[%F %T]"" ERROR: Sandbox is hung.
break;

fi
done
# Remove the share
echo “date +"[%F %T]"" Removing network share.
winexe -U WORKGROUP/analysis%analysis --interactive=1 --system //192.168.32.2 'cmd /c net use z: /delete’
# Stop the VM Ware Image
echo ‘date +"[%F %T]"" Suspending VMWare.
vmrun suspend "/root/'vmware/MalwareAnalysis/sandbox.vmx"

1) Trude khi thuc hién chay kich ban ta can phai Take SnapShot VMWare 1 [an va dat tén ndé la base.

2) vmware revertToSnapShot "/root/vmware/MalwareAnalysis/sandbox.vmx" base sé dua VMWare vé trang
thai SnapShot ma ching ta da luu. Can phai lam nhu vay bdi vi VMWare phai luén dat trong tinh trang chua
c6 bat ky malware nao thuc hién trudc khi chép malware vao may ao phan tich.

3) Kha@i dong VMWare va copy malware can phan tich vao thu muc shared trén Linux.

4) Sau khi khéi ddng xong may ao Windows XP SP2 (trudc dé ching ta da tao mot user va pass la analysis)
chiing ta sé& thuc hién map thu muc chia sé trén Linux vao may Windows XP. Luu y néu trén Linux khéng thé
chia sé dudc cé thé do chua cai dich vu Samba, do vy can phai cai dich vu Samba dé Linux c6 thé chia sé
file.

5) Khdi ddng script analysis.au3 trén Windows XP dé chay kich ban phan tich malware tu déng trén Windows
XP.

6) Chg dgi két qua tir may ao Windows XP, viéc chd dgi sé két thic khi may ao Windows XP xuét file
_analysis_finished.

7) Sau khi két thic kich ban analysis.au3 trén Windows XP thi s& g& bo map & dia trén Windows XP va
suppend may &o.

II1.2.6. Thuc hién Volatility trén Memory
Code:

# Run Volatility on memory
echo “date +"[%F %T]"" Starting Volatility psscan2.



python /ust/local/src/Volatility-1.3_Beta/volatility psscan2 -f "/root/vmware/MalwareAnalysis/sandbox.vmem" \

> ${OUTDIR }/volatility-psscan.txt

echo “date +"[%F %T]"" Starting Volatility connscan?2.

python /usr/local/src/Volatility-1.3 Beta/volatility connscan2 -f "/root/vmware/MalwareAnalysis/sandbox.vmem" \
> ${OUTDIR }/volatility-connscan2.txt

echo “date +"[%F %T]"" Starting Volatility dlllist.

python /ust/local/src/Volatility-1.3_Beta/volatility dlllist -f "/root/vmware/Malware Analysis/sandbox.vmem" \

> ${OUTDIR }/volatility-dlllist.txt

echo “date +"[%F %T]"" Starting Volatility modscan?2.

python /ust/local/src/Volatility-1.3 Beta/volatility modscan2 -f "/root/'vmware/MalwareAnalysis/sandbox.vmem" \
> ${OUTDIR }/volatility-modscan2.txt

# Move Results

echo ‘date +"[%F %T]"" Cleaning up.

mv ${SHARED FOLDER}/* ${OUTDIR}

1) S& thuc hién psscan2 module. Piéu nay rat hitu ich d& phan tich cac rootkit thudng &n cac tién trinh cla
malware trén hé thdng. Bang viéc truy van truc ti€p vao cac danh sach tién trinh tlr bd nhd, rootkit khdong
thé &n tién trinh cla ching va ngudi phén tich c6 thé quan sat mét cach truc quan cac tién trinh chay trén hé
théng d& nhiém malware.

2) Tiép dén sé& thuc hién truy van cac két néi trén hé théng bi nhiém véi connscan2 module. Bdi vi nhitng két
ndi cling cé thé &n bai rootkit, do vay truy van truc tiép 18y nhitng k&t ndi mang tir bd nhé sé cho phép ngudi
phan tich thdy dudc nhitng két ndi trong hé théng bi nhiém malware.

3) Cudi cung sé& thuc hién xem thir nhitng dll nao dugc nap trong qua trinh malware thuc thi bang cach s
dung modscan2, bdi vi malware cé thé tu né nhiém qua mdt tién trinh khac nhu 1& mot DLL hodc tu' nd nap,

I11.2.7. Kich ban két thidc qua trinh phan tich
Code:

# Stop tcpdump. Since its running as root we need to sudo to kill it
if [ ! -z ${TCPPID} ]; then
sudo kill $ {TCPPID}
fi
# Stop InetSim
if [ -f /var/run/inetsim.pid ] ; then
INETPID="cat /var/run/inetsim.pid’
sudo kill ${INETPID} > /dev/null
wait $ {INETPID}
fi
# check to see if malware.exe is in the outdir - if so, delete it
if [ -f ${OUTDIR }/malware.exe ]; then
rm -f ${OUTDIR }/malware.exe
fi
# Reset permissions on the files
sudo chown -R ${WHOAMI} ${OUTDIR}
echo ‘date +"[%F %T]"" Analysis finished.



