Mot sO thuat ngtr tin hoc
thong dung

Account: Tai khoan ,la sy két hgp cla hai yéu t6 username va password do mot
dich vu nao dé da cung cap cho ban khi ban da dang ky véi ho d€ bao mat cho
ban

ATM: La ch{r viét tat cta "Asynchronous Transfer Mode". Day la moét ky thuat
mang dinh hudng két n6i ma st dung nhiing cell nhé c6 kich thudc cé dinh &
mUc thap nhat. ATM cé uu diém vé kha nang ho trg dit liéu thoai va video

ACK: La chir viét tat cGia "Acknowledgement”

ARP: La ch{r viét tét clia "Address Resolution Protocol”. Giao thirc TCP/IP dugc
str dung dé lién két ddong mét dia chi IP cap cao vao mot dia chi phan clng cap
thap

Anonymous: An danh, nac danh

Buffer Overflow: LGi tran bd dém. Bay 1a mot trong nhimg ky thuat Hacking kinh
dién nhat

CGl: La chir viét tat cla "Common Gateway Interface". Bay la mot phuong phap
cho phép giao ti€p gilta server va chuong trinh nha cac dinh dang dac ta théng
tin.

- Lap trinh CGI cho phép viét chuong trinh nhan Iénh khéi dau tur trang web,
trang web dung dinh dang HTML dé khéi tao chuang trinh

- Chuong trinh CGI chay dudi bién méi truong duy nhat. Khi WWW khdi tao
chuong trinh CGI n6 tao ra mot s6 thong tin dac biét cho chuong trinh va dap
Ung tré lai ti chuong trinh CGI. Sau d6 server xac dinh loai file chuong trinh
can thuc thi.

- N6i tém lai 1ap trinh CGl la viét chuong trinh nhan va truyén dit liéu qua
Internet t&i WWW server. Chuong trinh CGI s dung di liéu dé va gli dap Ung
HTML trd lai may khach

Cookie: La nhiing phan d{t liéu nhé cé cau tri dugce chia sé gilra web site va
browser clla ngudi dung da dugc méa hoa bdi Website dd. cookies dugc luu trir
dudi nhing file d{r liéu nho dang text (size dudi 4k). Chiing duoc céc site tao ra
dé Iluu trr/truy tim/nhan biét cac théng tin vé nguoi dung da ghé tham site va



nh(rng viing ma ho di qua trong site. Nhiing théng tin nay cé thé bao gom
tén/dinh danh ngudi ding, mat khau, sa thich, théi quen...

Crack Password: Bé kho& mét khau
Compile: Bién dich (1 chuong trinh nao do)

Client: May con,khach ,dung dé€ két n6i vGi may chl (Server)

Covering Tracks: Sau khi da c6 nhiing thong tin can thiét, hacker tim cach xoéa
dau vét, xoa cac file log clia hé diéu hanh lam cho ngudi quan ly khéng nhan ra
hé thong da bi xam nhap hodc co biét ciing khong tim ra ké xam nhap la ai

Daemon: Daemon (hay con dugc goi la "service") la mot chuong trinh chay trén
mot cong nhat dinh nao dé. N6 sé chiu dap Ung lai moi yéu cau cua client khi
client nay két noi dén server trén cong dé. Vi du nhu smtp daemon theo mac
dinh chay trén céng 25. D€ co6 thé check mail, may cla ban phai két noi dén
server nay trén cong 25, céng ma smtp daemon dang nam gid!

DNS: La chir viét tat cGia "Domain Name System". MOt may chd DNS dgi két noi
G c6ng s6 80, c6 nghia la néu ban muén két n6i vao may chu dé, ban phai két
ndi dén cBng s6 80. May chu chay DNS chuy&n hostname bang cac chir cai
thanh cac ch(t so tuong Ung va nguoc lai.

Vidu: 192.168.2.0 --localhost va localhost--192.168.2.1

DoS: La chir viét tat cla "Denial of Service", tdc 1a "Tan cong tlr chdi dich vu".
Nghta la Hacker sé chi€m dung mot lugng 16n tai nguyén trén server, tai nguyén
c6 thé 1a bang thong, bd nhd, cpu, dia clng, ... lam cho server khong thé nao
dap Ung cac yéu cau khac tUr cac clients clia nhirng ngudi dung binh thudng va
c6 thé nhanh chonh bi ngimg hoat ddng, crash hodc reboot

Debug: La chuong trinh di kém véi DOS-dT nhién la moi version ciia Win déu co
chuang trinh nay. Bay l1a mot cong cu tuyét voi dé gd réi chuong
trinh,unassembling va cracking,doc b6 nhd bi che gidu nhu boot sector va nhiéu
hon nlta... Yéu cau cac ban phai biét assembly méi dung dugc debug

Domain: La tén mién clia 1 Website nao do
Vi du : http://www.langdu.de

Decryption: Gidi ma

DES: La ch(r viét tat cla "Data Encrypt Standar". Bay la mot trong nhing chuan
ma hoa password thong dung, rat khé bi crack, chi c6 mét cach duy nhat va
cling la dé nhat la dung ty dién

Exploit: Khai thac (16i nao do)


http://www.langdu.de/

Encryption: M& hoa

Ethernet: La cdng nghé ndi mang c6 nang luc manh dugc s dung hau hét
trong cac mang LAN. Bay la mang dung CSMA/CD (carrier sense media access/
collision detection)

EGP: La chir viét tat cGa "Exterior Gateway Protocol". bay la mét thuat ngir ap
dung cho giao thirc nao dugc st dung bdi b dinh tuyén trong mét hé tur quan
dé thong bao kha nang di dén mang cho ho b0 dinh tuyén trong hé tu quan
khac

Enumeration: La tim ki€m nhiing tai nguyén duoc bdo vé kém, hoach tai khodn
ngudi dung ma co thé st dung d€ xam nhap. N6 bao gébm cac mat khdu mac
dinh, céac script va dich vu mac dinh. Rat nhi€éu ngudi quan tri mang khong biét
dén hoac khong stra dGi lai cac gia tri nay

Escalating Privileges: La Hacker tim cach ki€m soat toan bd hé thong. Hacker
sé tim cach crack password ctia admin, hodc st dung 16 héng dé leo thang dac
quyén trong trudng hop hor xam nhap dugc vao mang vdi tai khodn guest. John
va Riper la hai chuong trinh crack password rat hay dugc st dung

FTP: La ch{r viét tat cla "File Transfer Protocol". Bay la giao thirc truyén file trén
mang. Thudng dung dé€ upload file 1én Host, Server. Céng mac dinh la 21

Fake IP: IP gia mao, IP khdng c6 that

Fragmentation Scanning: La mot budéc tién hoa nlra cia cac chuong trinh
Scanner. Thay Vi gdi cac packet nhu trudc dé tham do , ta s€ chia nho packet
nay ra thanh nhiéu packet nhé hon nham tranh sy phat hién cia cac chuong
trinh packet filter. Cac packet nay sau khi lot qua dugc cac chuong trinh kiém tra
sé dugc cac deamon rap noi lai .

Firewall: La budc tuong Ida danh cho mang server hang x{rong hodac ca nhan.
GNU Debugger: La chuong trinh bién dich gcc va céng cu g& réi gdb

GUI: La ch{r viét tat cUa "Graphic User Interface”. Bay la giao dién d6 hoa nguoi
st dung trong hé diéu hanh Linux

Get Admin: La "Leo thang dac quyén" hay con goi la "Leo thang mUc uu tién".
bay dugc coi la mét trong nhiing budc quan trong khi Hacker dot nhap vao cac
hé théng. Gid st ban chiém dugc quyén va dang nhap vao hé thdng Win NT.
Nhung user ban lay dugc khong c6 quyén tuong duong nhu nhém
Administrators ma thudc nhdém cé quyén thap hon. Nhu vay ta khéng cé quyén
lam nhiéu thao tac nhu Admin. Vay diéu ta phai lam la leo thang dac quyén dé
c6 dugc quyén nhu Admin. Cé rat nhiéu cong cu thé thuc hién diéu nay : Get



admin, Sechole, ntuser ...

Global: Tién ich dong Iénh nay sé hién thi cac thanh vién cla Global Group trén
server hay domain dugc chi dinh.
Cu phap : C:>global "Domain Users" domainl

Gaining Access: La dua vao nhiing théng tin d& nam dugc & budc Enumeration
ma hacker tan cong vao 16i tran bd dém, 1ay va gid ma file password, hay thd
thi€n nhat la brute force (ki€m tra tat ca cac trudng hop) password. Cac tool
thuong dugc st dung & budc nay la NAT, podium, hodc Lopht

HTTP: La chir viét tat cla "Hyper-Text Transfer Protocol". Day la giao thirc dugc
sUr dung trén Internet

HTML: La ch(r viét tat cia "Hyper Text Markup Language", tic 1a ngdn ng{r siéu
van ban. Bay l1a mot ngén ng(r ding dé tao trang web, cha cac trang van ban
va nhiing tag (th&#7867 dinh dang bao cho web browser biét lam thé nao thong
dich va thé hién trang web trén man hinh.

Web page la trang van ban thé (text only), nhung vé mat ng(r nghia gom 2 noi
dung:

- Poan van ban cu thé.

- Céc tag (trudng van ban dugc viét theo qui dinh) miéu td mét hanh vi nao do,
thuong 1a mot mai lién két (hyperlink) dén trang web khac

IP: La chir viét tat cha "Internet Protocal". MOi may khi két ndi vao Internet déu
c6 1 dia chi duy nhat, d6 la dia chi IP. Dia chi nay dung dé€ phan biét may tinh
dé véi cac may khac con lai trén mang Internet. Dia chi IP chia lam 2 loai : IP
déng & IP tinh. Thudng céac ban két néi bang PC ca nhan 1a IP ddng, con IP cla
nhiing server cung cap Hosting/Domain c6 IP tinh. Dia chi IP 1a mo6t s6 32 bit, =
4 byte nén c6 thé xem mot dia chi IP dugc tao thanh tir 4 s6 cé kich thudc 1
byte, mbi sO co gia tri tir 0 dén 255. MOi dia chi IP déu gbm 2 phan la dia chi
mang (network) va dia chi may (host). D€ xem IP cla may tinh minh, ban vao
Start -- > Run roi g6 : winipcfg

PE& xem IP clia mot trang Web thi ban dung 1énh nslookup

ICMP: La ch{r viét tat cta "Internet Control Message Protocol". Pay la giao thic
xU ly cac théng béao trang thai cho IP. ICMP dugc dung dé théng bao cac 16i xay
ra trong qua trinh truyén di cla cac gdéi dit liéu trén mang. ICMP thudc tang van
huyén - Transpoort Layer

I1S: La chir viét tat cla "Internet Information Server". bay la mot chuong trinh
WebServer ndi ti€ng clia Microsoft va da ting bi mot 16i bdo mat rat 16n

IPC: La ch{r viét tat cUa "Inter-Process Communication”. Bugc dung trong viéc
chia sé d{t liéu gilra cac Ung dung va may tinh trén mang (NT/2K). Khi mot may



dugc khai dong va log vao mang, hdh sé tao 1 chia sé r)gér,n dinh tén la IPC$.
N6 sé gitp cho cac may khac co thé nhin thay va két néi dén cac chia sé trén
may nay

Info: L& chir viét tat cha "Information", térc la thdng tin
LAN: La chir viét tat clia "Local Area Network". M6t hé thdng cac may tinh va

thiét bi ngoai vi dugc lién két vGi nhau. Ngudi st dung mang ndi bd c6 thé chia
sé d{r liéu trén dia clng, trong mang va chia sé may in

Login: Bang nhap, lién két

Log: La thao tac ghi nhan lai qua trinh st dung dich vy cua ban. Khi xam nhap
1 may tinh hay server thi viéc xoa log 1a khéng thé thi€u. Bai vi, néu khéng xoéa
log thi t&r d6 nguoi ta c6 thé tim ra IP that cla ban

Local: Giéng nhu Global nhung no6 hié€n thi cac thanh vién cla Local Group.
Chang han nhu ban muén truy van danh sach Administrator Group.

mIRC: La chuong trinh chat (client: danh cho ngudi st dung chat) duoc anh
chang Khaled Mardam-Bey khéi dau, mIRC chi chuyén dung cho Windows théi,
n6 duogc viét bang VC++ , tuy nhién van cé chuang trinh chat xai cho Macintosh,
linux nhu: X-Chat ..., ¢6 thé€ néi mIRC la phan mém chat dau tién (hinh nhu vao
nam 1989), sau d6 la cac san pham khéac cla Yahoo, AOL (ICQ,AIM)

MAC: La ch{t viét tat cla "Media Access Control"

NAV: La chir viét tat cha tén chuong trinh "Norton Anti-Virus" cUa héng
Symantec. Pay |a chuong trinh quét Virus rat néi ti€ng va pho bién

Nuke: La mét trong nhiing k¥ thuat kha Igi hai. Néu nhu ban biét dugc IP cla 1
may tinh bat ky dang két n6i thi nuke hoan toan cé thé lam cho may tinh do
disconnect, cho du dé la cia ca 1 mang LAN

OS: La chir viét tat cia "Operation System”. TUc la hé diéu hanh

OSI: La chir viét tat cla "Open System Interconnection"”.

OWA: La ch{r viét tat clia "Outlock Web Access". Bay l1a Module ctia Microsoft
Exchanger Server (mdt Server phuc vu Mail), né cho phép ngudi dung truy cap
va quan tri Mailbox clia ho tur xa thong qua Web Browser

Ping: La chuong trinh cho phép ban xac dinh mét host con hoat déng (alive) hay
khéng ? rat hitu ich cho viéc chdn doan mang

Port: Céng



Packet: Go6i dir liéu

PPP :La ch(r viét tat cla "Point-to-Point". Day la 1 giao thirc két ndi Internet tin
cay théng qua Modem

POP3: La chir viét tat cla "Post Office Protocol Version 3". POP3 daemon
thuong dugc chay & cong 110 (day la cong chudn clia nd). Dung dé€ check mail,
ban phai két n6i dén server dang chay POP3 daemon & céng 110 trong Outlook
Express hoac Outlook

Port surfing: La két n6i dén céc c6ng cia mét may chi dé thu thap cac thong
tin, chang han nhu thdi gian, hé diéu hanh, cac dich vu dang chay

PKC: La chir viét tat cla "Public key cryptos". C6 nghia la hé thdng mat ma s
dung tu khéa chung

PHP: La chir viét tat cha "PHP Hypertext Preprocessor”, tam dich la ngén ng(r
tién x{r ly cac siéu van ban. Cac ma Iénh PHP dugc nhing vao cac trang web,
cac trang nay thudng cé phan mé réng la .php, .php3, .php4. Khi client géi yéu
cau "can tai cac trang nay vé" dén web server, dau tién web server sé phan tich
va thi hanh cac ma Iénh PHP dugc nhing trong, sau dé trd vé mot trang web két
qua da duoc x{ li cho client. PHP 1a mét ngdn ng{r rat dé dung, dé hoc va cuc
ki don gidn hon nhiéu so véi cac ngdén nglt khac nhu C, Perl. PHP hién nay rat
phé bién tuy nhién PHP scripts chang an toan chat nao, cac Hacker c6 thé 10
dung khe hd nay dé€ attack cac servers

PUB: 1 PUB théng thuong c6 chira cac file d€ cho moi ngudi dowload, 1 sé PUB
c6 thé cho upload. Tuy nhién, 1 PUB c6 thé khong chi chira cac file dung cho
viéc download, ma c6 thé chira ca 1 "trang web".

RFC: La chir viét tat clia "Request For Comment", la tap hgp nhing tai liéu vé
ki€n nghi, dé xuat va nhimng 16i binh luan lién quan truc ti€p hodc gian ti€p dén
cong nghé&, nghi thirc mang INTERNET. CAc tai liéu RFC dugc chinh slra, thay
dGi dén khi tat cd cac ky su thanh vién cla IETF (Internet Engineering Task
Force) dong y va duyét, sau dé nhimng tai liéu nay dugc xuat ban va dugc coéng
nhan 1a 1 chudn, nghi thirc cho Internet. Tai liéu RFC ndi ti€ng va lam tao dugc
ti€ng vang I6n nhat la tai liéu RFC so 822 vé Internet Email béi Dave Crocker.

Race Conditions: 1a m6t trong nhimng cudc tan cong phé bién trén cac hé thdng
Unix/Linux

Race Conditions xdy ra khi mét chuong trinh hoac quy trinh x&r ly nao dé thuc
hién mét su ki€m tra. Gilra thoi gian ma moét su ki€ém tra dugc 1am va hoat dong
duoc thuc hién, két qud cla cudc ki€m tra d6 c6 thé sé phan chiéu trang thai
clia hé thong. Hacker sé |gi dung chuong trinh hodc quy trinh nay trong ltic n6



thuc hién dac quyén
Remote Access: Truy cap tu xa qua mang

Shell: La chuong trinh gilra ban va Linux (hay néi chinh xac hon la gilta ban vdi
nhan Linux). M6i 1énh ban g6 ra sé dugc Shell dién dich r6i chuyén téi nhan
Linux. N6i mét cach dé hiéu Shell 1a bd dién dich ngén ngit 1énh, ngoai ra n6
con tan dung triét d€ cac trinh tién ich va chuong trinh tng dung co trén hé
théng...

SYN: La ch(r viét tat cGia "The Synchronous Idle Character" nghfa la ky tu dong
bo hoa. Pau tién, A sé gUi cho B yéu cau két ndi va chd cho B trd 10i. Sau khi B
nhan duoc yéu cau nay sé trd 10i lai A la "da nhan dugc yéu cau tir A" (ACK) va
"dé nghi tra 10i lai d€ hoan thanh két noi" (SYN). Bén Itc nay, néu A trd I0i lai
"dong y" (SYN) thi két ndi sé dugc tao

SQL Injection: La mot trong nhiing ki€u hack web dang dan tréd nén phd bién
hién nay. Bang cach inject cac ma SQL query/command vao input trudc khi
chuyén cho (ng dung web xt i, ban cé thé€ login ma khong can username va
password, remote execution, dump data va 1ay root clla SQL server. Céng cu
dung dé tan cong la mot trinh duyét web bat ki, chang han nhu Internet
Explorer, Netscape, Lynx

Source Code: Ma ngudn (cua 1 file hay 1 chuong trinh nao do)
SUID: La ch{r viét tat cla "Set User ID on execution”.

SGID: La chlr viét tat clia "Set Group ID on execution”, tlc 1a dat thudc tinh thira
ké groupid cho mot thu muc nao dé

Sniffer: La chuong trinh cho phép ban chdp tat ca céac goi dit liéu dang chuyén
card mang clia may ban. Cac dir liéu d6 c6 thé la tén ngudi dung, mat khau,
mot sO théng tin quan trong khéac

SSI: La chir viét tat cUa "Server Side Includes”. Pay la cac chi dan duoc dat
trong cac file html. Server sé chiu trach nhiém phan tich cac chi dan nay va sé
chuyén két qua cho client

Server: May chu ch(ra tai liéu

Serial Direct Cable Connection: La cong nghé két n6i may tinh bang Cable
truyén nhan di liéu

SMB: La ch{r viét tat cla "Server Message Block". Bay la m6t trong nhiing
protocols phé bi€n cho PC, cho phép ban dung nhiing share files, disks,
directory, printers va trong vai hudng ca c6ng COM



